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What Key Groups and Experts Are Saying About the Lieberman, Collins,
Carper Cybersecurity Bill

o McAfee:
o Dave DeWalt, Chief Executive Officer says,

“Senators Lieberman, Collins, and Carper must be commended for crafting a
thoughtful cybersecurity reform bill that will help secure our Federal government
and our nation's critical infrastructures. The Senators and their staffs have done an
outstanding job of reaching out to the IT industry to get our feedback on this bill.
McAfee looks forward to working with our colleagues in the IT industry and the
sponsors of this bill to further refine language that addresses security standards,
supply chain mandates, and critical infrastructure reporting requirements.”

e Symantec:

o Mark Bregman, Executive Vice President & Chief Technology Officer says,
“As the world’s information security leader, Symantec would like to convey our
support for the ‘Protecting Cyberspace as a National Asset Act of 2010°. This
important legislation will enhance and modernize our nation’s overall cybersecurity
posture in order to safeguard our critical infrastructure from attack. The bill also
importantly recognizes cybersecurity as a shared government and private sector
responsibility which requires a coordinated strategy to detect, report and mitigate
cyber incidents. We look forward to working with the Committee to help advance
this important legislation.”
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e Stewart Baker, former Assistant Secretary for Policy at DHS and former General
Counsel for NSA:
o Mr. Baker says,

“As we’ve come to expect from the bill’s cosponsors, this is a careful and
responsible bipartisan approach to a serious problem that could become a crisis at
any time. It provides a comprehensive framework for addressing the problem and
protecting our most critical infrastructure without forcing unnecessarily broad new
mandates on an industry that contributes greatly to our economy’s productivity.”

e Karen Evans, Former Administrator for E-Government and IT, Office of
Management and Budget:
o Mes. Evans says,

“I am really excited about the introduction of this legislation especially as it relates
to strengthening the authorities of DHS. It is necessary for the Director of the
National Center for Cybersecurity and Communications to have the appropriate
authorities to really make a difference and improve the security posture of the
federal agencies and critical infrastructure and this bill does exactly that. | am
especially excited with the inclusion of the workforce provisions such as the
establishment of the cyber talent competitions and challenges. By addressing all
aspects of the cybersecurity issue, the passage of this bill will really make a
difference in reducing the overall risk to our federal agencies and critical
infrastructure.”

e Center for Democracy and Technology:
o Leslie Harris, President of the Center says,
“We thank Senators Lieberman, Collins and Carper for their leadership on
cybersecurity and for the care that went into this complex, sweeping legislation...
The bill includes some important privacy protections for Internet communications
that might be sought by DHS in connection with its cybersecurity mission and
shared with intelligence and law enforcement agencies.”



e SANS Institute:
o Alan Paller, Director of Research for the Institute says,

e “Thursday was a very good day for information security in government...The
Senate began the process of transforming federal information security so that
the U.S. government can lead by example in making America's computers and
networks much safer than they are today.”

e “By enacting the legislation before you, with a few small amendments...
Congress can immediately change the way the cyber-security game is played
to the benefit not just of government, but of the economy and the American
people.”

e “Your procurement and supply chain language is both important and
innovative.”

e “The regulatory framework and the emergency measures you establish for the
critical infrastructure is long overdue.”

¢ Intelligence and National Security Alliance (INSA):
o Ellen E. McCarthy, President of INSA says,
“INSA’s Cyber Security Council has been closely and actively studying the
problems surrounding national cyber security for the past two years, to include
supporting the White House 60-Day Review of Cyber Security. In their latest
publication, Addressing Cyber Security through Public - Private Partnership, the
Cyber Security Council calls for clear ownership of the problem and the creation of
a central, responsible party within government with whom the private sector can
interact and consult on security issues. We believe this legislation can and will create
such a center and that it is a vital step forward in the effort to secure cyberspace and
preserve American power and security.”
o Frances Fragos Townsend, Chairwoman of the INSA Board says,
o “With this bill, the Senate has taken the lead in identifying cyber security
needs and organizing the government to address them.”
e “The goal is to make a positive and meaningful contribution to the national
security of the United States and this bill goes a long way towards achieving
that goal.”

e Verizon Communications:
o Sara C. Santarelli, Chief Network Security Officer at Verizon says,
“Unfunded regulatory mandates and command-and-control type governance must be
avoided. The most effective approach, which appears to be the direction that this
bill is taking, is a public-private partnership where government provides assistance
and expertise to the private sector, coupled with incentives like confidentiality and



liability protection to encourage the private sector to implement desired activities
and with freedom to take decisive actions.”

e U.S. Chamber of Commerce:
o Ann Beauchesne, Vice President of National Security & Emergency

Preparedness says,
“The U.S. Chamber of Commerce welcomed the introduction of the ‘Protecting
Cyberspace as a National Asset Act of 2010,” sponsored by members of the Senate
Homeland Security and Governmental Affairs Committee... Cybersecurity threats
are growing in scope and sophistication and causing significant challenges for
businesses of all sizes... We look forward to continuing a productive dialogue with
the committee to strengthen and protect the American economy.”

e The Professional Services Council (PSC):
o Alan Chvotkin, Executive Vice President of PSC says,

“PSC strongly supports the leadership that both Chairman Lieberman and Ranking
Member Collins have shown with this legislation. It addresses, and provides
solutions for, a number of important federal Government issues relating to
cybersecurity, including the appropriate focus on acquisition strategies, supply chain
management, information sharing and risk assessments ... We thank you for the
opportunity to be engaged in the development of this important national policy and
look forward to continuing to working further with you on it. PSC strongly urges
your committee to act expeditiously to move a bill to the full Senate for its prompt
consideration.”

e Coalition for Government Procurement:
o Larry Allen, President of the Coalition says,

“I am writing to offer the Coalition’s support of the Protecting Cyberspace as a
National Asset Act of 2010 which enhances the security and resiliency of the cyber
and communications infrastructure of the United States... A partnership between the
private and public sector is necessary to ensure that the government remains up to
date from a technology perspective... From a procurement perspective, the Coalition
supports the notion that federal agencies should seek products and services that are
secure. Information about a product’s features as well as assurance that the supply
chain is secure provides government customers with the information they need in
order to purchase the right information technology goods and services to meet our
nation’s cybersecurity objectives.”



e Robert D. Jamison, Former Under Secretary of Homeland Security for National
Protection and Programs (Excerpted from Submitted Written Testimony):
o Mr. Jamison says,

"I think this important piece of legislation will improve the ability of the U.S.
government and DHS to carry out its cybersecurity mission. You empower DHS by
giving them critically needed authorities in the areas of hiring and procurement.
Your bill clarifies the roles, responsibilities and authorities of the Federal
departments and agencies. It moves the government to end debate on who should be
doing what or who can do what and mandates progress. Finally, and to me most
importantly, it lays the groundwork to accelerate the ramp up of Federal capabilities
necessary to protect our nation’s networks and critical infrastructure."

e Philip Reitinger, Deputy Under Secretary, National Protection and Programs
Directorate at the Department of Homeland Security:
o Mr. Reitinger says,

“DHS welcomes working with the Committee on strengthening the Department’s
ability to accomplish its cyber security mission—securing federal executive branch
civilian systems and working with the private sector and federal sector-specific
agencies to secure the nation’s CIKR...Thank you again for your strong support of
the Department, and for your dedication to improving cyber security. We look
forward to working with you to strengthen efforts that are critical to the nation’s
security, bolster the Department’s ability to combat terrorism and respond to
emergencies and potential threats, and allow DHS to tackle its responsibilities to
protect the nation and keep Americans safe.”

e Exelon Corporation:
o Steven T. Naumann, Vice President of Wholesale Market Development at
Exelon says,

e “I applaud the committee for addressing what additional authority is needed to
promote clarity and focus in response to imminent cyber security threat
situations.”

e ‘“Another important component is your legislation’s narrow scope; it focuses
appropriately on the need to protect truly critical assets. There is a security
axiom that states: if you try to protect everything, you protect nothing. Put
another way, the risk-based prioritization reflected in the proposed bill ensures
both government and private sector resources are allocated wisely.”
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